
Presentation title
in two lines
Subtitle text

City, Date



Using BPF for lightweight Android 
profiling

RIHAM SELIM



Facebook company

Kprobe?

Uprobe?

Tracepoint?

USDT?

BPF?

BCC?

BPFTrace?

Ftrace?

Perf

……..

3

Linux Tracing: It’s 
confusing …
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BPF

Linux kernel code execution engine.

Allows running user provided code inside of the kernel.

Lightweight: minimally intrusive and virtually no cost when not 

enabled.
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Tracking native memory allocations
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Memory allocation Trace
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BPF Flavors

Counting Sampling
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Writing BPF Programs
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BPFTrace

# Files opened by process 

bpftrace -e ‘tracepoint:syscalls:sys_enter_open { printf("%s %s\n", comm, str(args->filename)); }’

# Count page faults by process 

bpftrace -e 'software:faults:1 { @[comm] = count(); }’ 

# Count LLC cache misses by process name and PID (uses PMCs): 

bpftrace -e 'hardware:cache-misses:1000000 { @[comm, pid] = count(); }'
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BCC



Issues that have been open (or closed & reopened) 
for dozens of versions and have been investigated by 
many different engineers without successful 
resolution

Dynamically tracking critical, limited resources with 

minimal overhead.

Super Bugs

Tracking Consumption Metrics

BPF ON ANDROID
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Tracking consumption Metrics
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Tracking consumption Metrics

Correlate consumption with specific events.
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Tracking consumption Metrics
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Super Bugs
Resource Leaks
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Memory Leaks

Memory Corruption
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The Future
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• Mobile Lab

• Sapienz 

• Production



Thank you



Questions?


