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Using BPF for lightweight Android
profiling
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Linux Tracing: It’s
confusing ...

| UNDERSTAND
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BPF?
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BPFTrace?
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Probes

Kernel Space

Dynamic
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BPF

Linux kernel code execution engine.

Allows running user provided code inside of the kernel.

Lightweight: minimally intrusive and virtually no cost when not

enabled.
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Tracking native memory allocations
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BPF Flavors

Counting Sampling
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Writing BPF Programs
struct bpf_insn progl] = { SPEAKING GIBBEHIS“

BPF_MOV64_REG(BPF_REG_6, BPF_REG_1),

BPF_LD_ABS(BPF_B, ETH_HLEN + offsetof(struct iphdr, protocol) /% R@ = ip—=proto */),
BPF_STX_MEM(BPF_W, BPF_REG_10, BPF_REG_®, -4), /* *(u32 *)(fp — 4) = r@ %/
BPF_MOV64_REG(BPF_REG_2, BPF_REG_10),

BPF_ALU64_IMM(BPF_ADD, BPF_REG_2, -4), /x r2 = fp - 4 %/

BPF_LD_MAP_FD(BPF_REG_1, map_fd),

BPF_RAW_INSN(BPF_JMP | BPF_CALL, @, @, @, BPF_FUNC_map_lookup_elem),
BPF_JMP_IMM(BPF_JEQ, BPF_REG_@, 0, 2),

BPF_MOV64_IMM(BPF_REG_1, 1), /* rl = 1 %/

BPF_RAW_INSN(BPF_STX | BPF_XADD | BPF_DW, BPF_REG_@, BPF_REG_1, @, @), /* xadd r@ += rl %/
BPF_MOV64_IMM(BPF_REG_@, @), /* r@ = 0 */

BPF_EXIT_INSN(),

memegeneérator.net
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BPFTrace

# Files opened by process
bpftrace -e ‘tracepoint:syscalls:sys_enter_open { printf("%s %s\n", comm, str(args->filename));

# Count page faults by process
bpftrace -e 'software:faults:1 { @[comm] = count(); }’

# Count LLC cache misses by process name and PID (uses PMCs):
bpftrace -e 'hardware:cache-misses:1000000 { @[comm, pid] = count(); }'
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BCC

from bcc import BPF

# define BPF program

prog = """

int hello(void xctx) {
bpf_trace_printk("Hello, World!\\n");
return 0;

b

# load BPF program
b = BPF(text=prog)
b.attach_kprobe(event=b.get_syscall_fnname("clone"), fn_name="hello")

# header
print("%-18s %-16s %-6s %s" % ("TIME(s)'", "COMM", "PID", "MESSAGE"))

# format output
while 1:
try:
(task, pid, cpu, flags, ts, msg) = b.trace_fields()
except ValueError:
continue
print("%-18.9f %-16s %-6d %s" % (ts, task, pid, msg))
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BPF ON ANDROID

Tracking Consumption Metrics

Dynamically tracking critical, limited resources with
minimal overhead.

Super Bugs

Issues that have been open (or closed & reopened)
for dozens of versions and have been investigated by
many different engineers without successful
resolution



Tracking consumption Metrics

Start Event

Y

Aggregate Map

End Event

Metric Source Value
> INIT_COLD_START_SUCCESS:bpf_stats.total_malloc_size bpf
> INIT_COLD_START_SUCCESS:bpf_stats.total_malloc_count bpf
v INIT_COLD_START_SUCCESS:bpf_stats.page_faults bpf
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—9 page faults
E memory
allocations
—@ disk 10

95% Confidence
Interval
-0.96% [-1.41% -0.53%)]
+3.65% [+2.84% +4.68%)]
-34.82% [-35.49% -33.65%)]
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Tracking consumption Metrics

Tracery 7 Riham @' (
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Correlate consumption with specific events.
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racking consumption Metrics
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Super Bugs
Resource Leaks

b.attach_kprobe(event="do_sys_open", fn_name="trace_entry")

b.attach_kretprobe(event="do_sys_open", fn_name="trace_return")

h.attach_kprobe(event=“__close_fd“, fn_name="trace_close")

SoundPoolThread end
/dev/ashmem
Process (SoundPoolThread) seems to leak FD (144) to (/dev/ashmem)
b'_openat+0x8 [libc.so]'
b'ashmem_create_region+0x44 [libcutils.so]'
b'android: :MemoryHeapBase: :MemoryHeapBase(unsigned long, unsigned int, char
const)+0xc4 [libbinder.sol’
b'android::Sample::doLoad()+0x54 [libsoundpool.so]'
b'android::SoundPoolThread:: run()+0xec [libsoundpool.so]'
b'android::SoundPoolThread: :beginThread(void)+@xc [libsoundpool.so]"'
b'android: :AndroidRuntime::javaThreadShell(void)+0x90
[libandroid_runtime.so]"
b'_pthread_start(void)+0x28 [libc.so]'
b' start_thread+0x48 [libc.so]'

Facebook company
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attach_probes("malloc")
attach_probes("calloc")
attach_probes("realloc")
attach_probes("posix_memalign")
attach_probes("memalign")
bpf.attach_uprobe((name=obj, sym="free", fn_name="free_enter", pid=pid)

b.attach_uprobe(name="/system/1ib64/1libc.so", sym="mmap", fn_name="trace_mmap")

b.attach_uretprobe(name="/system/1ib64/1ibc.so", sym="mmap", fn_name="trace_mmap_return")
b.attach_uprobe(name="/system/1ib64/1libc.so", sym="munmap", fn_name="trace_munmap")

Facebook company

2893664 bytes in 1172 allocations from stack

EsxMergedRectList::Create(EsxSettings constx, int)+0x24
[1ibGLESv2_adreno.so]

EsxFramebufferObject::Init(EsxFramebufferObjectCreateDatak)+0x224
[LibGLESv2_adreno.so]

EsxContext::GlBindFramebuffer(unsigned int, unsigned int)+@xf@
[1ibGLESv2_adreno.so]

[unknown] [libhwui.so]

GrRenderTargetContext::getRTOpList()+0x64 [libhwui.so]

GrRenderTargetContext::GrRenderTargetContext(GrContextx, GrDrawingManagers,
sk_sp<GrRenderTargetProxy>, sk_sp<SkColorSpace>, SkSurfaceProps constx,
GrAuditTrailx, GrSingleOwnerx, bool)+@xe@ [libhwui.so]

[unknown] [libhwui.sol

GrContext::makeDeferredRenderTargetContext(SkBackingFit, int, int,
GrPixelConfig, sk_sp<SkColorSpace>, int, GrMipMapped, GrSurfaceOrigin,
SkSurfaceProps constx, SkBudgeted)+0xb8 [libhwui.so]

[unknown] [libhwui.sol

[unknown] [libhwui.so]

SkSurface: :MakeRenderTarget(GrContextx, SkBudgeted, SkImageInfo const&, int,
GrSurfaceOrigin, SkSurfaceProps constx, bool)+0x94 [libhwui.so]

MMAP ERRORS
Liger-EventBase Mismatched mmap unmap at 494576381952, mmap size (287760),
munmap size (287776)
MMAP Stack:
b'mobileconfig::FBMobileConfigFileUtils: :mmapFile(std::string const§,
unsigned char const, unsigned long, mobileconfig::FBMobileConfiglLogger)+@x4fc
[libxplat_mobileconfig_FBMobileConfigCore_FBMobileConfigCoreAndroid.so]*
b'mobileconfig::FBMobileConfigValueStore: :mmapFile(std::string consté&)+0xad
[libxplat_mobileconfig_FBMobileConfigCore_FBMobileConfigCoreAndroid.so] "
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Linux bcc/BPF Tracing Tools

filetop

vEscount vfsstat

cachestat cachetop
destat desnoop
mountsnoop

trace
argdist
funccount
funcslower
funclatency
stackcount
profile

v mdflush

btrfsdist
btrfsslower

extddist extdslower

xfsdist xfsslower
zfsdist zfsslower

opensnoop c* java* node*

filelife fileslower Statsmoop  php* python*
sSyncsnoop ruby*

bashreadline

ucalls uflow
ugc ucbjnew
ustat uthreads

mysqld gslower

Applications l
l PP v /

System Libraries

runglat runglen

gethostlatency Other:
memleak capable
sslsniff
syscount
killsnoop
execsnoop
pidpersec
cpudist

[4 /
,()(/ deadlock_detector

AN
\ 5 ¥ System Call Interface
VFS

/ cpuunclaimed
Sockets Scheduler _
. offcputime
/ File SyStemS TCP/UDP ) - —— wakeuptime
Volume Manager IP Virtual \ offwaketime
Block Device Interface Ethernet Memory ¥ softirgs

i 4

Device Drivers

/

oomkill memleak

[

hardirgs ttysnoop

tcptop tcplife tcptracer

biotop biosncop
biolatency bitesize

tcpconnect tcpaccept
tcpconnlat tcpretrans

slabratetop

DRAM

llecstat ————t—pp
CPU

profile ——p
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